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Abstract. Originally coming from business world, Serviceemted Architecture (SOA) paradigm is expanding its
range of application into several different envir@nts. Industrial automation is increasingly inséed on adopting

it as a unifying approach with several advantages traditional automation. In particular the pagad is well indi-
cated to support agile and reconfigurable suppbirghdue to its dynamic nature. In this domainrtfeen goals are
short time-to-market, fast application (re)confighitity, more intelligent devices with lifecycle moort, technology
openness, seamless IT integration, et al. The muresearch challenges associated to the applicafiGOA into
Reconfigurable Supply Chains are enumerated aradlelbtwith the aim of providing a roadmap into ajonadop-

tion of SOA to support agile reconfigurable supgiains.
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1 Introduction

In the last years, the manufacturing world has hefgit the effects of globalization on all its fiifent

levels. The consumers demand for highly custompreducts with high quality at low cost, with a min-



imum possible time-to-market. However, current maoturing systems still can not entirely cope with

it. The main issues are:

. Long time for system design and installation;

. Complex and time-consuming reconfiguration to fasduct variations;

. Extremely centralized/hierarchical implementations;

. Scalability involves exponential complexity;

. No fault-tolerance/redundancy;

. Incompatibility between different vendors’ equiprhand legacy systems;

. Lack of widely accepted standards;

. Shop floor systems are still commonly isolated frbigher level business environments, al-

though Manufacturing Execution Systems (MES) aaetisig to become increasingly available in indus-
try.

In reality, the world of real-time embedded compgtis characterized by a high degree of diversity i
device functionality, form factor, network protosplnput/output features, etc, as well as the pEsef
many hardware and software platforms. In areas witdrge base of installed devices like industial
tomation, this has often resulted in a patchworkeofinology islands with poor scalability. Sevestain-
dards are already available to face these integrasisues such as OPC (OPC 2008), ISA-88 (ISA-95
2008), ISA-95 (ISA-95 2008), NAMUR (NAMUR 2008), all as the work currently in progress by
ISO committees such as TC 184 — Automation Systerddntegration (ISO 2008).

SOA is an approach that promises to bring an itapolinput to the actual industrial automation
environment. SOA establishes an architectural mduzl aims to enhance the efficiency, agility, and
productivity of an enterprise by positioning seegas the primary means through which solutiorclegi
represented in support of the realization of sgjiatgoals associated with service-oriented compur!

2006; Erl 2007).



The concept of agility in this context implies thgimore than flexible or lean. Flexibility refers
to a company that can easily adapt itself to predacange of products (mostly predetermined), while
lean essentially means producing without wasteth@rother hand, agility corresponds to operatitfig ef
ciently in a competitive environment dominated bgiege and uncertainty (Goldman, Nagel et al. 1995).
Agility is a fundamental requirement for modernaefigurable supply-chain companies in order to face
challenges provoked by the globalization, environtakand working conditions regulations, improved
standards for quality and fast technological matatiChing-Torng Lin 2006). However, global company
agility is always limited by its least agile buitdj block — all levels of the Computer IntegratednMfac-
turing (CIM) pyramid, from ERP to shop floor leveleed to be agile and interact in a seamless amd sy
chronized manner.

The SOA paradigm is currently expanding from oragibusiness IT high level to lower levels
and to several other domains of applications. SOedevice level is just now starting to be aédph-

to industrial automation applications, mainly doeséveral collaborative initiatives (see Table 1).

IST SOCRADES Made up of 15 partners from 6 European countresbply Schneider Electric and i!lv-

(SOCRADES 2008) | cluding the major European players in the indusaigomation sector. Its primary
objective isto develop a design, execution and agament platform for next:
generation industrial automation systems, explgitine SOA paradigm both at the
device and at the application level.

ITEA SODA The project main goal is to implement a complet@sgstem for designing, building
(SODA 2007) deploying and running device-based applicationserigging the service-oriente
breakthrough provided by the SIRENA framework, witdifferent domains of ap
plication including industrial automation.

OPC-UA THE OPC Foundation has embarked on the creatiothefUnified Architecture
(OPC 2008) (OPC-UA), a completely new system design, writterbé platform agnostic. OP(
UA will replace, modernize and enhance all the fiomality of the existing OPC
defined interfaces. Web Services being the onlyfégel application-to-application
communications technology to be embraced by vitual platform providers in-
cluding Microsoft, IBM, Sun, and Linux, is the exgped technology to implement it

o -

STREP InLife Focus on ambient intelligence and knowledge managéetechnologies application

(InLife 2007) to assure a sustainable and safe use of manufagtimes and their infrastructune
over their life-cycle.

RI-MACS The scientific and technological objectives of RAMIS projects are the definition af

(RI-MACS 2007) a radically innovative manufacturing control opeohétecture based on state-of-the-
art information and communication technologies amdiular mechatronics.
Intelligent distributed control, open architectyresreless technology, virtual eng




neering tools and design methodologies are the teatmological focus of this prg

ject.
STREP CoBls Led by SAP, this European project aims a new SOgx@grh to business processes
(COBIS 2006) involving physical (goods, tools, etc.) in entegprienvironments. The intention is to

apply advances in networked systems to embed kasslogic in the physical entitiels
to build automated item identification and tracksygtems.

SIRENA With the fast growing use of SOA for building weased applications, the “ITEA
(SIRENA 2006) Achievement Award 2006” SIRENA project proved tltiais popular approach can
be applied successfully to low-cost micro devic&schnological advances inp

e

SIRENA enabled integration of greater intelligemcesmall devices, while embed
ded devices become ubiquitous and IP networkinghesathe lowest levels of devig
hierarchy.

Table 1. SOA in Industrial Automation - collaborative initives

Even though SOA applications are already becomingramon approach in several enterprises at busi-
ness and management level, at the shop floor thee¢ are still some important points to be addmss
The so much called SOA conception needs to be edatd mapped to this new domain of application.

Currently within this area of SOA-based controlréhare mainly 2 approaches: orchestration and
choreography (or a possible mixture of both). Hosrethese approaches were developed within the high
level business context, so there is a need to chettkfor consistency and effectiveness when agpbe
industrial domain, to see which one adapts bettevhich cases. The industrial automation requirémen
extracted from several use cases are of the mgmirtence while validating the adoption of these ap-
proaches to this new framework.

To promote system agility, the development toolsusth straightforwardly and intuitively allow
the integrator to build his application easily daster than older approaches with, at least, threedavel
of robustness and performance — this is the kegadp a wider adoption of SOA in this domain of ap
plication (Bloomberg and Schmelzer 2006).

At organization level, managers already noticed they need to cooperate with other organiza-
tions in order to remain competitive (Vemadat 20Bdnasekaran, Lai et al. 2008; Sarimveis, Patr@ios
al. 2008). Although several work has be done ontdpés of virtual organizations agility of prodiart

and/or collaboration to deal with unexpected dersaauad volatile markets at level (Camarinha-Matos



and Afsarmanesh 2006) (Camarinha-Matos 2007) (CBegyoucef et al. 2006), this agility can only be
achieved if all organization levels are also equadiile. The automation devices level plays a fumeia-

tal role on overall supply chain agility, since avite is the last frontier where higher level psxe
workflows are transformed into a structured coltattof physical actions to be invoked in a partcul
sequence — device control and management aspedieid@ crucial to support above levels agility. SOA
based approaches are now entering this domainplitapon in a top-down way.

This fresh approach in the domain of field autooratias a direct impact on how reconfigurable
supply chains will evolve. A complete reconfigumldupply chain implies a smooth integration and
alignment between complex supply chain managenzgmrs and field level automation behavior. If a
lower level environment cannot accomplish the @ekagility goals, the overall system will be inchlga
of delivering a good performance — the agility of@mplete system is always constrained by the least
agile element. By embedding more intelligence ishedevice, the overall ambiance intelligence is en-
hanced by having more autonomous, intelligent atfdcontained devices which are the main building
blocks of a production system. By having alreadyes@mbedded intelligent in small devices, the tdsk
ambiance intelligence becomes eased by only hawirigandle more abstract and complex information
instead of devices low level intricacies. Also, ideg easier to setup, debug, monitor and diagnase a
key-factor during (re)engineering or down-time pFaby saving a considerable amount of integration
time that currently significantly reduces produntitapacity.

The connection between shopfloor activities andaheerprises services (high level) is funda-
mental to create more sophisticated high levelisesvto support more reliable decision making. Eois
phistication at decision making helps enterprig@sifjg or creating more complex supply chains (ex-
tended enterprises, virtual enterprises, collabaratetworks). Very important research work isreatly

going on in this direction (Stamatis, Colombo e28l07; Colombo and Harrison 2008).



The main issue behind this paper is to highliglet iésearch effort that is needed in SOA based
approaches at shop-floor level to equip enterpnigés agile shop-floors to enable their participatiin
complex supply chains. Section 2 discusses cueettmation requirements at shop-floor level to high
light how fundamental is the development of a nemagation of control systems based on distributed i
telligent devices to maintain sustainability andnpetitiveness of current enterprises. The SOA based
approach is a suitable candidate to support thexpgirements and therefore several of the propeofies
SOA systems to support agile manufacturing sysemslescribed and discussed in section 3. At tHe en
of this section the reader is able to understamd 8OA systems can help control systems designers to
fulfill the requirements of highly reconfigurablielly integrated, and agile enterprises. Finalggtion 4
discusses the most important research challengesestded to implement successful SOA based sys-
tems. The issues of service conception and gratyuéae particularly addressed.

It should be noted that this paper does not intendescribe a particular SOA based solution.
The importance of this paper is thoroughly disaugsihy SOA is an adequate solution to current manu-

facturing enterprises and what still needs to beedoom a research point of view.

2 Industrial Automation Requirements

Current industrial automation environments are cosepd by several heterogeneous network environ-
ments that need to be effortlessly integrated (S®CRS 2007). To avoid these issues, end-users fre-
guently tend to pick a complete line of productsrira unigue OEM. This situation severely restrays

tem openness to integrate new devices, especialty different OEMs, since each company is still muc
based on their own standards and tools, although &Bndards are becoming increasingly available in
new equipment. The integration effort in these sasecostly and the reengineering phase tends to be

much longer than desired. Nevertheless, OEMs amtireg to provide equipment in conformance with



several international standards, such as OPC. Riegalegacy devices, a software wrapper can hide de
vices intricacies and make it compatible with therent system environment.
The main requirements for the automation layerceoning a SOA implementation are defined

in the following sub-sections.

2.1 Application (Re)engineering

The ultimate desire of a manufacturing companyiprovide the client with the product he needshim t
time-frame he wants at competitive price. The r@eggying phase is crucial while trying to accontplis
this, so the industrial automation integrator mostcapable of reconfigure the system easily, fadt a
keeping a good performance (update devices’ afijfditaconfiguration, physical and network topology,
range of interaction, et al.). At any time, a nesvide can be added, removed, reconfigured andxise e
ing software architecture must support it, alonghiti done at a fast rate. The device hardwarespédgo
an important role on system flexibility, e.g. a wevwith a hardware built-in application impossiloik
being reconfigured cannot adapt to a new conteixpreglicted during design phase.

The automation application needs to be easily deplonto the devices, either for a centralized
or distributed approach, although the last oneigsph more complex process (SOCRADES 2007). This
is a particular difficult task due to the wide rengf incompatible tools and deployment methodolagie
Note that before restarting the complete productigstem or part of it, there is a need to debugvatid
date the changes made, in addition to possiblékeshooting needs to restore a faulty process.

Other hot topic is the independence of the softwapplication from the target device (hard-
ware). The application code should be portablehabit can be deployed into several heterogeneeus d
vices, with none or just a few variations on thafiguration. This implies a flexible code deployrhen

tool capable of discovering and adapting to thgaadevice.



2.2 Components Composition

In order to provide added value over the differeleiments that constitute the environment, diffecst
vices capabilities (here named as services) neée tmggregated, at different levels of abstracticm

low level control devices (sensors and actuatars)igher level SCADA, MES and ERP applications.
The so called atomic services, hiding implementatietails, need to be straightforwardly assembiéal i
more complex ones and so on, as the Russian dutlepd (Jammes and Smith 2005), rising the service
abstraction. By rising service abstraction, higieleprocess descriptions become available to bd hge
the application without the need to regard low lénricacies. Instead of having implicit addregsiof a
function, e.g. the change of a vague I/O variablle®, a service should be discovered based orctlma

it provides and exposes (self-describing).

The main objective is to turn assembly of servigetomatic or at least more autonomous from
human input. Although this vision is mostly dirett® application design phase, this dynamicity ban
even applied to run-time phase making a deviceldap# discovering, choose and interact with the se
vice that best fits its current needs; e.g. dugngnterconnected device down time (maintenandaibr

ure).

2.3 Self-* Capabilities

The so called devices self-* capabilities are iasmegly a hot topic allied to the promises of aotoous
and still interoperable intelligent devices runniog future manufacturing plants, and on many otieer
mains. Since computer-based approaches were eadisaga major input to manufacturing domain(H. B.
Voelcker 1988), and while processors are becommngeasingly powerful, smaller, and cheaper, tiny in
telligent devices ubiquity tend to become a realityother domains of application, such as home and

building automation, power distribution, multimedgic. Since extensively manage and control an-envi



ronment full of devices will become an oversizeskiahese devices will need to be more autonomous,
by having local decision control, preventive mairaiece, diagnosis and even self-healing capabilities
The service is considered autonomous since itdated and operates independently of its envi-
ronment providing self-contained functionality,.j.this functionality would be useful even if iti®t as-
sociated with any higher-level system. Althougheiisonomy, a service must maintain its interopéitgbi

so that others can exploit its potential.

2.4 Lifecycle Support

Allied to the self-* capabilities, lifecycle suppdeatures are also welcome to be applied frond ftel
higher level scale, regarding both application dedice scopes. While at application level the patans

to manage are normally too specific to that palkticaase, the device itself can already embed sggne
neric services that allow the end-user to managecantrol it in a standard manner from the firstamt

it is taken from the box. These intelligent devishsuld provide built-in services for setup, cohtnaon-
itoring, maintenance and diagnosis. The way tothiese same services must be an open standard widely
accepted by the major manufacturers. One of thematignts complains when dealing with a new device
is exactly how to interact with it at the starttjus define simple parameters (e.g. IP addressheck the

current device status and configuration.

2.5 Device Capabilities

The wide collection of available devices with disercapabilities and different domain of application
makes the choice of the most suitable device samesttricky. Consequently, the platform should be a

so compatible with low resources devices (such 82 dits processor with 512Kbytes Flash and 96



Kbytes of RAM). These low price devices are weltahle to perform as autonomous entities in a wire-
less Sensor/Actuator network.

New automation approaches must provide, at leags amallest set of features, capabilities al-
ready available in commonly deployed technologRsliable and real-time messaging, in addition to
“fieldbus” capabilities are mandatory requiremeintgutomation environments. A bridge between wire-
less and wired networks is also an added-valueifeaalthough quality control on wireless netwoiks

still not entirely employed.

26T integration

The integration of industrial automation deviceshivi the enterprise IT platform is becoming a kay-f
tor to endorse the overall management and contret a complete business environment, most of the
times distributed over different levels of orgati@a and even geographical areas.

Seamless and effective IT integration is a stijjoal. The effortless access and management of
distributed data is still a more complex subject.

The IT platform, as well as the production systshpuld automatically detect the introduction
or the removal of a device in the network. Thisidewshould also provide a location awareness featur
so that it would possible to find it on the envineent and, most important, be sure that it is the torbe

addressed.

These are the main requirements for an SOA impléstien adapted for the automation layer.



3 SOA approach

SOA is starting to be a focus of interest due ggitssible gains over current production systesses
from device level to high level IT, being commombcognized as the silver bullet for all IT in theest
few years (Bloomberg and Schmelzer 2006) (Erl 2@0B¢hael Rosen 2008) (Bell 2008). SOA promises
to lead to near-perfect applications in which evinyction is implemented and exposed as a service,
while it can still invoke other services to implemha required functionality.
SOA approach defines that the logic required toesal large problem can be better constructed,
carried out, and managed if it decomposed intolleat@mn of smaller, related pieces, although thg Is
the manner in which it achieves separation (Erl620@s society, individual companies are service-
oriented and collectively, their businesses congpaicommunity. By letting business to self-govéreirt
individual services, they evolve relatively indedently from each other, avoiding tight connections.
Still, some baseline conventions need to be folthwgy standardizing key aspects to the benefihef t
consumer, it can choose what services best ssite#ds and exploit them in an open and uniform way
The basic SOA application consists of services phavide service descriptions and communi-
cate via messages. These components (servicesiptiess and messages) form the core of any SOA
implementation. The key aspects of SOA principlkes(&rl 2006):
* Louse Coupling: relationship that minimizes depewgeand only requires that services retain an
awareness of each other.
* Service contract: communications agreement, agitlesicin service description.
» Autonomy: local control over the logic a servicegpsulates.
» Abstraction: hides logic from outside world.
» Reusability: logic divided into different composalslervices.

» Composability: services can be coordinated andnalsieel to form composite services.



* Stateleness: services don't retain information oo a particular activity.
» Discoverability: services should be outwardly dgsore to be found and accessed through discovery
mechanisms.
The continuous convergence between computing atvebridng areas, enabled by the advances in semi-
conductor and transmission technology, allows nppr@aches to communication between systems and
devices, in particular, embedded devices. At crgstg/thm, Internet technology is emerging as thgibd
carrier for interconnecting electronic devices iidely diverse areas. This tendency is the resufteot
eral converging evolutions (Jammes and Smith 2005):
* Availability of low cost, high-performance, low-p@welectronic components allows embedding un-
precedented horsepower into ever tinier components.
* Ethernet networks are becoming widely accepteti@snedium of choice for device networking. On
top of these networks, Internet protocols of theéPTlE family are becoming the standard vehicle for e
changing information between connected devices.
 The emergence of data interchange mechanisms loas¥#1L data formatting paves the way for
developing high-level interaction standards atdéeice level.
» Advent of the Web Services paradigm for intercotingcheterogeneous applications on the basis of
a lightweight communications infrastructure openpeaspective of universal, platform- and language-
neutral connectivity.
Nowadays, there is very little doubt that the SQyra@ach will have a major impact in many branches o
technology, not exclusively in original ICT sectbyt also in other areas where these methodolagies
be adapted to. One of the most promising approashisapplication at device level where the usafye
high level service-based communications infrastmectllows completely innovative advances.

Currently, web services technology is the most éetbpo implement SOA application. The tra-

ditional view about web services simply refersttas a static software system designed to suppiant-i



operable machine-to-machine interaction over a otwbeing usually just APIs that can be accessed
over a network and executed on a remote systenmbadsie requested services (Haas and Brown 2004).
The application of web services in several distaretas promoted the creation of more specific fipaci
tions covering different subjects such as discaoveegurity, addressing, reliable messaging, etes&h
specifications are often combined to form profilest adapt to a particular domain of application.

Being a standard technology, Web Services easemtér@perability, integration and reuse of
the application components (i.e. services). Usingpdsed standard protocols in the different pradact
system levels, it is possible to provide direct ardmless communication between devices and IT. leve
An immediate example would consist on a device #énaits an event upwards every time one of its parts
needs an intervention or a replacement. Due tenilsedded intelligence, the device will directly yide
IT with all necessary data (possibly faulty partails), physical placement, number of previous fbeh
faults, etc. Services described through WSDL (WBGQ12 files are easy to compose and are open for ex-
ternal or generic tools. Independence between theided services and their implementation enables
autonomous development and re-use of components.

Regarding industrial and field devices constraamsl requirements, the most important SOA
principles to focus are (Jammes and Smith 2005):

* The service design follows an outside-in approaehthe interface of the service is defined by fo-
cusing on how that service can fit as an atomik itas larger process;

» Services can be composed into higher-level seryvices

» Communications are loosely coupled and of an aspncius nature;

* Services abstract heterogeneous hardware and sefplatforms from different providers. As each
service encapsulates its own complexity, scalgbititanageability and maintenance become built-én fe

tures.



* Interaction entities collaborate by sharing infalaesources, in a peer-to-peer manner, in any con-
figuration layout (from totally distributed to tréidnal hierarchy);

» Capability to negotiate their properties, such aslify of Service (Qo0S), security level, performanc
constrains, etc.

» It enables genericity and reusability.

The research topics involved on the adoption of SBAcepts and methodology into industrial automa-
tion device level can be exposed as several laferapabilities that will be available in futurgetiigent

devices (see Figure 1).

Middleware
Devices & Services Setup
Control
Self-* Capabilities
Dynamic Reasoning / Decision
Simulation / Validation
IT Integration

Figure 1. SOA inputsinto different industrial automation layers

The topics referred to each layer of Figure 1 aposed in the next sub-chapters.

3.1 Middleware

Middleware plays a crucial role in device architeetsince it is the support base on which all ttieio

building blocks will be assembled. Concerning SQAlevice level, one of the most promising specifica



tions is the “Devices Profile for Web Services” {UB) specification (Microsoft, Intel et al. 2006}-d
veloped by Microsoft and other partners, and alyeavdhilable in Microsoft Windows Vista and Win-
dows Embedded CE 6.0 R2 platforms, used at deeica for the first time during the SIRENA project.
The DPWS adds protocols to the standard core mistacsed by web services (IP, TCP, UDP, HTTP,
SOAP, WML, et. al.), such as WS-Discovery, WS-Eirant WS-Addressing, WS-Security, WS-
ReliableMessaging, and others, some of them cuyréeing developed (Jammes, Mensch et al. 2005).
WS-ReliableMessaging , in particular, would haveaaor input in order to guarantee service reagtivit
in a environment where communication is looselypted and asynchronous.

Using DPWS, scalability is favoured by the fadttlkvent-driven communications are substan-
tially more efficient, in terms of bandwidth usaged processing constrains, than polling-based cemmu
nications.

After Schneider-Electric and other European prgjgartners such as ABB, SAP and Siemens
strong push to put DPWS middleware at device lesttler automation companies, as Beckhoff (Beck-
hoff 2007), are already adopting the specificatiath for industrial and home automation scopes. Be-
sides DPWS-based “Web Services on Devices” (WSDling§)lementation by Microsoft (Microsoft
2008), there is also open-source implementatioafiahle online, such as SOA4D (SOA4D) and WS4D

(WS4D).

3.2 Devices & Services Setup

One of the current issues while dealing with fidilices is the setup phase, both for devices awitse
es. Each manufacturer has its own tools and metbgigs to perform this task, being a complex missio
when dealing with large heterogeneous environmeritts devices coming from several incompatible

vendors. The time dispended by an integrator t@tattaevery tool and system takes an important-frac



tion of the integration phase. These include singid yet fundamental tasks as IP configuration, al-
though IPv6-capable devices promise to solve mb#? @ddressing issues. Concerning generic devices
(which can be (re)programmed by the end-user) atheent setup issues are related with device gescr
tion, I/O configuration and services deployment.

Regarding services setup, it is possible to diststgtwo types of services embedded on the de-
vice: built-in and deployed. Built-in services ambedded in device by its vendor or by an OEM deor
to provide not only setup, but also diagnostic, ta@n monitoring and maintenance capabilities in an
open-standard manner. These will focus on the defiyes presented for the device level. Thesecavi
are easier to integrate, reuse and compose, araparefor external or generic tools, due to thepehd-
ence between the provided services and their imgi¢ation

Deployed services correspond to the applicaticeifiend its developer has the responsibility to
add or not setup features within its code. In thibject, some research is needed to provide goeteli

and possibly some templates for different typeapgications.

3.3Control

The aspect of control within SOA approaches is tposlated to the process of making several sesvice
work together to create added value in the forra ofore complex process. The interactions between se
vices are mostly defined as a sequence of procedomest of the time owned by different distribuesd
tities, which needs to be followed to accomplistoenmon goal (Erl 2006). The adopted methodologies
to structure these interactions within the SOA fearark mostly fall into orchestration or choreogrgph
(or even mixed) approaches. These approaches finedién terms of global behaviour (how the differ-
ent services are organized to work together), bpossible to implement it using different modelsl/an

languages.



3.3.1 Orchestration

Within the orchestration approach, a centrally oaigd set of workflow logic facilitates the intgrera-
bility between two or more different applicatioWith orchestration, being itself exposed as a setvi
the individual processes don’'t need to redevelap gblutions that originally automated those. The
workflow logic involved in orchestration consists several rules, conditions and events, i.e. itifips
how different partners should interoperate with ¢eatral node in order to carry out a task. Hene, t
process logic is centralized yet still extensibie @omposable, being at the same time a way tosabst
process into a single service. A heterarchical eggh is also possible by having several orchesgato
different levels of composition (i.e. one of thetpars of the orchestration can be itself anothehestra-

tor that encapsulates and orchestrates other psiitna hierarchical way) (see Figure 2).

—Ppp» Request Message
—p» Response Message

~ Partners -~

~ Services -
—

Figure 2. Orchestration example

Since each orchestrator has its own process ldgiqossible to imagine an orchestrator that soime

during its process execution needs to invoke théceprovided by other orchestrator (at same c@ihpo



tion level or other), and vice-versa. In this cabe, orchestration approach tends to present seopaa-
phy-like behaviour (see Figure 3). This particidase is not totally in line with the traditionakcbestra-

tion vision.

—Pp Request Message
—Jp Response Message

Frocess Wg nlemce = ! rocess lerface

( Orchestration Orchestratio

)
t ! i 1t
Vi Devi Devi Devi evil

'y 'V

Figure 3. Orchestration/Choreography similarities

Web Services Business Process Execution Langua§eB®EL, also know as BPEL4AWS or simply just
BPEL) (OASIS 2007) is the primary specificationateld to services orchestration. BPEL structures the
workflow logic with predefined primitive activitieBasic activities (receive, invoke, reply, throand
wait) correspond to fundamental workflow actionttban be assembled using the structured activities
(sequence, switch, while, flow, pick).

In the industrial automation area, there is sornekvin progress in order to use Petri Net-based
orchestration (SOCRADES 2007) (Bepperling, Mendeal.e2006). This graphical and logical approach
would allow an easier adoption among the tradificmstomation community that is mostly used to

IEC61131 languages. A summary of orchestration ratéheges and drawbacks is present in Table 2.

Advantages Drawbacks

*Process workflow logic is encapsulated at a singieo horizontal interaction - by definition, it istatally

point, which makes it easy to modify without impagt | hierarchical approach, where from the bottom to ftop




the process partners;

« Can be applied recursively ("Russian dolls" comp
tion paradigm);

 Abstracts the interactions between the orchestrg
node and the individual process partners, expassedf

as a single service;

bsi Pushes the process control decision out of thecdew

tioNo particular research challenge in its majority.

there is always a node that abstracts the onewliglo

here a device is a simple “slave”.

« Preserves the autonomy of each of the processepsyin
which should not even be aware of each other's- exis
tence;
« Supports the evolution into a diversely federated |a
proach.
Table 2. Orchestration advantages vs. drawbacks
3.3.2 Choreography

In summary, choreography enables collaboration

betwdistributed participants. The goal is to seamp

organized collaboration between different distrédsliservices, without any other entity controllirng t

collaboration logic (OASIS 2007). Choreographidevalthe definition of patterns to execute a pattcu

task.

A choreography schema assumes that there is noraftiee global collaboration logic, contrary to or

chestration where the last one is executed andallad by a single unity in a centralized manneye(s

Figure 4).
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Figure4. Choreography behaviour example

In order to expose certain choreography, a pa#icsgrvice must know its own role within a process;
what the service supports and how it reacts inricpdar context. These services can also be refleto
as participants.

Each possible contact between two roles in a clypagby is identified as a relationship. Mul-
tiple participants can assume different roles asnkhdifferent relationships. The moulds of this sae:
lationship, i.e. the message exchanges patterreeetiwo roles, are expressed by channels. Chamnel i
formation can also be passed through a messagedr®ervices, so that a service can determine thow i
can interact with a particular service. Furtherméine message exchange logic is encapsulated véthin
interaction — the fundamental choreographies tugldilock. These are related to work units, which im
pose rules and constrains to make that a succéssdtaction.

Choreography, in the same way as orchestrationhase different levels of abstraction. A cho-
reography can be composed by other choreographiasbiock-based composition in order to create a

more complex collaboration behaviours.



Natively supporting composability, reusability aextensibility, the choreography approach in-
creases system agility and discover capabiliti@sceSit is possible to pass channel informationtipia
pants can share it with a possible new participarthat it can also join the collaboration.

The Web Services Choreography Description Langegs-CDL) is a XML-based language
that describes peer-to-peer collaborations of @aents by defining, from a global view point, thei
common and complementary observable behaviour; evbetered message exchanges result in accom-
plishing a common business goal (W3C 2005). A surgrofiorchestration advantages and drawbacks is
present in Table 3.

Advantages Drawbacks

« Allows the definition of a totally distributed coot ap- | « Need to distribute the work flow logic to all inweld

proach devices, although less complex

« Supports distributed complexity « Still no consensus about possible solution, paeity

« Services more autonomous (embedded intelligent gomithin industrial automation scope

trol decision) and self-* capable. « Possible network traffic boost when a large nundfe
« Possible extension to SOA vision to standardizeszrp services are connected and active.

devices interaction for some simple cases. « Difficult to scale to large and complex applicagon

Table 3. Choreography advantages vs. drawbacks

An orchestration can be regarded as specific agiic of choreography. In fact, WS-CDL and WS-
BPEL specifications mutually overlap in some feasudue to its different organizations origins, eesp

tively W3C and OASIS.

3.3.3 Application to Industrial Automation

Both previous approaches for SOA-based control ldifferent goals depending on the application in

study. While choreography denotes a more self-dgegéion approach, orchestration still defends aemor



hierarchical approach in line with traditional irstiial automation control approaches, althoughilblex
to support also heterarchical topologies.

For simple use cases, choreography would increasmomy and embedded intelligence of ap-
plication components (services) and enhancing loosgle interactions between them. An intelligent
system of conveyors could adopt this approach. Bezlding intelligence to each module (conveyors,
transfers, lifts, etc.), it can automatically détand recognize its “neighbors” and, together,raefivhich
is the best path for a particular pallet to be ey®d, avoiding faulty equipment and congestions in
similar way, as packet transport algorithms usettliecommunications domain. Here there is no ckentra
unit to coordinate the complete system. The glalyatem adapts to the current situation based @i loc
information available to each module and the irtiioas between them — self-organization.

A traditional example of an orchestration applmatwould consist of a machine composed by
several layers of abstraction. Each layer is comgds/ elements that abstract that level capalsiliibe
the upper level, and so on, from input/output lagecomplete machine/workstation abstraction, amnev
higher. This way, the above layer does not needietd with previous layers intricacies, being a demp
consumer of the clean and self-describing servyicesided by the level below. Here, orchestratioo-pr
vides enhancements on composability and hierarcbadination, assuring each building block auton-
omy and interoperability features.

In a complex environment with several complex niraeh internally controlled by an orchestra-
tion approach, choreography can be used to mahagateractions between them. This would consist of
a mixed approach, by having orchestration contrglinachine building blocks and exposing the com-
plete machine as a service and then having thig semvices autonomously interacting to achievea go

in choreography-like manner.



As a final note, it is not possible to say that ahyhis WS-based control approaches is the final
solution, since it mainly depends on the applicatiostudy. The research question here is howntbthe

right balance between the two.

3.4 Self-* Capabilities

Due to intrinsic features of SOA, particularly setintained functionality, devices embedding self-
capabilities comply with framework features, andyide a major device added-value in contrast with
current automation devices features. Although baimgnomous by having some local decision control,
self-diagnosis and -healing capabilities, a dewWeeps its interoperability due to communicatiomsta
dards openness — key factor when interacting vathesproduction process partners and reporting-infor
mation to upper levels of management.

In (Barata, Ribeiro et al. 2007), a SOA-based aggh for diagnosis and condition monitoring
capabilities embedded on shop floor devices isgutesl in a test-case that proves the advantage® Af

when applied to this domain of application.

3.5 Dynamic Reasoning / Decision

In order to promote dynamic, scalable and costetffe infrastructure for electronic transactiorise t
Semantic Web Services research community (SWSI; I®/2802) is pushing forward by enriching Web
services with machine-processable semantics. Sem&fef services aim at an integrated technology for
the next generation of the Web by combining Sernavifeb technologies and Web services, thereby
turning the Internet from an information Here, anadogy represents the concepts and their relaiipss
that are important in that particular domain otneist, providing a vocabulary for that domain a#l a®

a computerized specification of the meaning of temed in the vocabulary. Several specifications on



the subject are already available, such as OWLAWL( 2004), WSMO (WSMO 2005) and WSDL-S
(WSDL-S 2005).

OWL-S (Semantic Markup for Web Services) is an gy of services that also pursues the
automation of Web service tasks including automatéab service discovery, execution, interoperation,
composition and execution monitoring. OWL-S suppleéeb service providers with a core set of markup
language constructs for describing the properties @pabilities of their Web services in unambigjou
computer-processable form.

The Web Service Modelling Ontology (WSMO) providesonceptual framework and a formal
language for semantically describing all relevaspexts of Web services in order to ease discovery,
composition and invocation of electronic servicegrothe Web. Having the Web Service Modelling
Framework (WSMF) (Fensel and Bussler 2002) as stifyase, this one is refined and extended through
a formal ontology and a Web Service Modeling Larggu@/VSML).

The Web Services Semantics WSDL-S specificatiomdsfhow to add semantic information to
WSDL documents. These semantic annotations aretasmastomate service discovery, composition, me-
diation, and monitoring. Semantic annotations detime meaning of the inputs, outputs, preconditions
and effects of the operations described in a serviterface. When comparing WSDL-S to OWL-S and
WSMO is possible to extract some important advaggag
» Possibility to describe both the semantics and aijmar level details in a single WSDL file- a lan-
guage that the developer community is familiar with
» It consists on an agnostic approach to ontologyessmtation languages. It allows developers to an-
notate their Web services with their choice of togy language (such as UML, OWL or WSML) unlike
in OWL-S. This feature eases the reuse of exigiimglogies, independently of their modelling langeia

» It does not duplicate descriptions already defimed/SDL (ex. input and outputs).



The semantic approach will focus on solving intégraproblems, trying to enhance assisted or even
automatic interaction with newly plugged devicaswlll provide input both on design and run-time
phase.

During design phase, there is yet different lewélapplication. In a more hardware analysis, the
integrator can be assisted by a semantic reasorferct the best available device that fits its reeadd
constraints by checking the semantic tags presethevices description. In a services scale, a airaip-
proach can be foreseen. Abstracting for implemantantricacies, the integrator can search for isexss
(i.e. functionalities) available on the networkjrigeassisted again by a semantic reasoner, antedtea
application by composing the available services iperceptive and graphical style. Still during dasi
phase, the reasoner can support the automatidarezt WSDL files that can be after deployed in the
device. By extracting information from device déstion, it would be possible to generate some compo
nent of the WSDL file, reducing development effdrhis is particularly attractive for management and
diagnostic services that can be partly standardizée reused in future applications.

Even if it is still only a research topic, it isgsible to picture the exploitation of semantic tags
during system run-time. During a device failuren@intenance action, a service would be capablésef d
covering and consume a comparable service avai@blie network. While discovery implies service
description and semantic tags comparison, the ati@t might need some translation mechanism to
adapt to a possible unlike interface — servicesiwgrirom different vendors might differ in the inface
although implement the exact same functionalityreiieesearch still has several issues to address to
really convince industrial automation companiesniest in this approach, such as security, run-time

constraints, robustness, etc.



3.6 Simulation / Validation

Simulation is another area in which DPWS has besed to validate manufacturing systems. In (Milagaia
2008), a middleware layer was developed to enatftevare agents to benefit from DPWS functionali-
ties. This middleware layer joins agents, datahasasiware, simulators, human interface application

such as production system management, error cimmezdd maintenance, etc. (see Figure 5).

Business
Level App

Interface Agent

Interface

Agent
Interface
DPWS

=
Hardware

3D Simulator

Figureb5. Infrastructure to support DPWS and Agents

The demonstrator consists of a multipath intelliggamveyor system that feeds 4 different workstegio
Each of these stations provides a different serthie¢ can be used to accomplish a particular prtoduc
process plan. The system dynamically adapts todabvoitlenecks or deadlocks in the transport system
and allows different product variations being progl simultaneously in the same production system.
The demonstrator was created to prove the conoeptdes a 3D model of a simplified plant, a DPWS
Interface per 3D entity, Agents that control theteyn, a Configuration Tool, a Production ManageolTo

a Communication Log and a Database. Each of theiges communicates via a DPWS Interface.

Therefore it was proved that DPWS can also be tssedpport simulation. Since each simulated and rea



(physical) device is modelled by a DPWS interfaeplacing one virtual device (simulated) by its phy
cal counterpart is straightforward. Therefore, DP¥48 be used to develop simulation systems that sup
port hardware in the loop, which is a major advgetssince it becomes possible to use simultaneously
virtual and real devices.

The importance to support agile supply chainsloamrasily inferred since with DPWS become
possible to plug and unplug easily nodes that sgprethe various companies involved in the extended

enterprise. The nodes can represent real IT systemsertain company or can be just a simulatéidyen

3.71T Integration

Enterprises are moving towards service-orientegtfuctures for a long time and now that the gotd
expand this approach to all levels of the entegpitisvould be easier to communicate along the fie
layers. Today, intelligent manufacturing systemselobon distributed embedded devices, integratersyst
intelligence in a limited amount of monolithic coutimg resources accompanied by large numbers of re-
source constrained devices (Karnouskos, Baeclksdr 2007).

The IT level can have two different approachesb@th simultaneously): direct access to indi-
vidual field devices parameters or access to a anmed information report provided by data concantr
tor entity responsible for the monitoring of a gooof devices or production workstation. By conregti
directly to the device, the IT application needsli¢al with lower level data intricacies, pushingulés in-
terpretation logic to the enterprise IT upper levahd boosting network traffic (and possible “kttl
neck”) if a centralized IT application will retrievdata from a large number of devices. Still, #ys
proach allows a more detailed view over the prdductsystem current status. By having data
concentrators (ex. one for each production worl@sigatthese entities can retrieve local informatiam

the devices, extrapolate relevant information anovide only summary report to upper level IT. Al-



though pushing data interpretation logic to shamifllevel, this way higher level IT will possiblyon
have access to detailed information about a pdaticevice that it might need in a particular Sito
An example would consist of a device that afteaudtfis detect, it can provide the IT platform figt de-
tails over it with different levels of granulariip accordance with the current fault type, like e&bdg
mode.

For a complete and robustness implementation, dnebmation of both approaches would be
more valuable A web service-based direct integnatibthe production machine with an alert resolutio
dashboard would give enough time to contact thentlin advance and initiate counter-measures (Kar-
nouskos, Baecker et al. 2007). In diagnostic phdsse|T application can be supported by the data co
centrator summary report, requiring more specifitads, if needed, by connecting directly to the de

vice(s) involved.

4 SOA Design Challenges

Disregarding possible implementation technologyiéss SOA-based application designer also needs to
take in account several aspects while modelingrticpéar application. The integrator needs to reffle
over some essential questions, such as:

* What resource/service model best suits it?

*  What would be the best granularity to chose?

* What should be a considered a service and an ap&?at

* What would be the service interface?

* What device and service parameters are importahigioer level applications e.g. SCADA, ERP,

MES, etc.?



4.1 SOA Design

In order to simplify the representation of a SO/ application in graphical terms, Service Compbne
Architecture (SCA) (BEA, IBM et al. 2005) providaesset of specifications which describe a model for
building SOA applications and systems. SCA is amlement of initial approaches to deploy services,
and as Web Services, it is built on open stand&@8@# supports the representation of logic as autono
mous and reusable components that can be easdigrated into any SCA-compliant application. SCA
divides up the steps in building a SOA applicatioio two major parts: the implementation of compo-
nents which provide services and consume othelicgsrvand the assembly of sets of components to
build composites. The SCA application is then bhiltwiring the references to the according services
(atomic or composites).

SCA decouples service implementation and serviserabBly from the details of infrastructure
capabilities and from the details of the acces$ou used to invoke services. SCA also suppodsger
of programming styles, including asynchronous am$sage-oriented styles, in addition to the synchro-

nous call-and-return style.

4.2 Granularity

In SOA, as well as in most of industrial applicasoand others, the choice of granularity is onéhef
most subjective topics to address. This issue & enore significant at design phase when the iategr
while modeling the application needs to choosebttst granularity for that actual case, e.g. shauén-
sor be a service or only the device that contiftd$ $ensor exposes a higher level service?

The overall quantity of functionality encapsulateda service determines the service granulari-
ty. For instance, a service based on an entityiceeraodel will have a functional context associatstth

one or more related entities. Functionality asdediavith the chosen entity belongs within the smr\d



functional boundary. The larger the quantity oftetl functionality, the coarser the service graityla
Then, services with more narrow or targeted fumaiaontexts will tend to have a finer grained lexfe
service granularity (Erl 2007). Note that the legEkervice granularity is set by the service’sdtional
context, not by the actual amount of functionatitgit resides within the physically implemented &exv
The data granularity is determined by the quamitgiata exchanged by a specific service capabHity.
example, a service that retrieves a complex mactteaeis will have a coarser level of data grantylari
that a service that simply retrieves the motostaresent is that same machine.

Sometimes is very difficult and time consumingdifine the fittest granularity for a service to
adapt to a particular application. If it is desidrieo small, there is a risk to develop a uselesgice (if
considered alone), that must be composed togethieavte an application meaning — like this thera is
need to shift some business logic (that shouldnoesulated in services) to composition or orchéstr
logic. This tends to an application with uncoungalséry small services with the real applicatioridag-
tally implemented with composition or orchestrati@n the other side, services too big can be kss-r
able: it is a designer task to decompose theséssrin a composition of smaller, more reusablgices.

To be completely effective to an integrator, sevinterfaces should clearly expose the opera-
tions they perform as well as the required inputapeeters, possible errors or exceptions, and eesult
Service interfaces should be easily understoodbyams and at the same time possible to be used by
reasoning systems to extract its features and ‘rstated” its functionality and added-value.

The granularity should be in adequacy with thesgdered application and be permissive to sup-
port agile reconfiguration. The choice of grandiais especially attached to physical topologyhs te-

vices that compose the system and the functiondi@y provide to the system.



5. Conclusions

The adoption of SOA in all different aspects of greduction environment can bring major advantages
while deploying and managing reconfigurable supghgins. Traditional approaches only refer to the
higher level applications to support reconfiguradligply chains and omit the low level details timaist
of the times will significantly constrain the irdtiexpected results.

Several automation companies are already stamimqesent their products compliant with the
SOA approach, while all big players in business rrahagement applications have already a solid expe-
rience on this approach. Current developments ave envisaging putting together a complete, unified
and open solution by following SOA guidelines, many of the requirements and challenges highlighted
in this paper still need to be answered. However,development path clearly points to a full inéigm

of SOA-based approaches between all enterprisésleve
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